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Steve Long

moment when I thought, "Well, maybe they're not so bad. They said they were sorry." But, in 

fact, they had encrypted every file that we had on our computers and on the network. 

Long told 911 to divert emergency patients to a hospital 20 miles away. His staff turned to 

pen and paper. Nothing electronic could be trusted. 

Steve Long: This is a ransomware, so this is a virus that has gotten into the computer system. 

"Would it have the ability to jump to a piece of clinical equipment? Could it jump to an IV 

pump? Could it jump to a ventilator? We needed a little time just to make sure about that." 

But time was a luxury not offered in the ransom demand. 

Steve Long: "Your network has been encrypted. If you would like to purchase the decryption 

keys, you have seven days to do so or your network files will be permanently deleted." And 

then it gave us the amount that we would need to pay to get that back. 

Scott Pelley: And that came to? 

Steve Long: About $55,000. 

That was the same price demanded of the city of Leeds, Alabama, three weeks after Hancock 

Hospital. Mayor David Miller was surprised his town of 12,000 would be a target; not much to 

notice in Leeds, at least not since Charles Barkley graduated from the high school. 

David Miller: I didn't know that this malware attack was actually a ransomware attack. As 

soon as we found that out, that took it to a little different level. 

Scott Pelley: How do you mean? 

David Miller: Well, it was going to cost us some money. 



Mayor David Miller

Like the hospital, the city of Leeds was cast back into the age of paper: no email, no access to 

its personnel files or financial systems. 

Scott Pelley: Can all companies and local governments expect to be attacked? 

Mike Christman: I think everyone should expect to be attacked. 

The FBI's Mike Christman says cybercrooks know governments and hospitals are likely to 

pay because they can't afford not to. Until his recent promotion, Christman was in charge of 

the FBI's cybercrime unit. 

Scott Pelley: You're waiting for the day that somebody says, "We have the 911 system held 

hostage in a major city and we need $10 million today"? 

Mike Christman: I hope that day never comes, but I think we should prepare for that 

possibility. 

Christman says in 2017, 1,700 successful ransomware attacks were reported but he figures 

that's less than half. Most businesses, he says, would rather pay than admit they were 

hacked. 

Mike Christman: I'm aware of one ransom ware variant that affected all SO states that had 

some $30 million in losses, and over $6 million in ransom payments. I would tell you that 

the losses are very significant, and easily approach a hundred million dollars or more just in 

the United States. 

That ransom ware variant he's talking about is the one that held Hancock Hospital hostage. 

It's called "SamSam" after one of its file names. Experts told Steve Long "SamSam" is 

unbreakable. 

Steve Long: There was nothing that we could do to unlock those files. Our only choice was to 

wipe the system and hope that we had backups or to purchase the decryption keys. 

Scott Pelley: To pay the ransom. 

Steve Long: Indeed. That is exactly what that means. 
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Protect your computer from ransomware 



Correspondent Scott Pelley with Tom Pace

Tom Pace is vice president of Blackberry-Cylance, a leading security firm. 

Scott Pelley: So this isn't a crook sitting in front of a desktop, breaking a sweat, trying to 

break into somebody's system. This is something they unleash that's automated, and they sit 

back and drink coffee until they get the results? 

Tom Pace: That's certainly appears to be the rule, not the exception. 

Making the coffee may be the hard part. Pace showed us a website that offers ransom ware 

for rent. An attacker can use one of many illicit products here and the website takes a cut if 

ransom is paid. 

Tom Pace: And something else that's interesting here is they actually provide you with 

basically a chat room where you can ask questions to the people who maintain this 

architecture for you. 

Scott Pelley: Frequently asked questions for criminals. 

Tom Pace: Exactly. 

Tom Pace logged on to the site and used it to encrypt a network of his own. 

Tom Pace: So all of the files that are on this system have now been successfully encrypted. 

Scott Pelley: So this took you just slightly over five minutes and you didn't write a single line 

of code? 

Tom Pace: Correct. 

Scott Pelley: Off the shelf. 

Tom Pace: Off the shelf. Ready to go. 

Pace told us ransoms are typically modest, like at Hancock Hospital or Leeds, Alabama, 

$50,000 or so. 

Tom Pace: If you're asking for millions from everybody, that's just everybody doesn't have 

millions to pay, right? So, finding that sweet spot and sticking to it has worked well. 

Scott Pelley: And that's why the same ransom was asked of little Leeds, Alabama and great 

big Atlanta? 

Tom Pace: Correct. 

Three weeks after Leeds, SamSam slipped into Atlanta's city hall. 

Howard Shook is a councilman and chair of the finance committee. 



Howard Shook: 911 was up and running. But for a while, the police did not have the ability to 

do computer checks on license plates and, you know, cars they were pulling up on and that 

kinda thing, which was a concern. 

Scott Pelley: What else crashed? 

Howard Shook: The court system went down, which was a major inconvenience for the 

thousands of people cycling through municipal court. 

SamSam demanded $50,000, but Atlanta refused to pay. Instead, the city spent $20 million to 

recover on its own. It took months and seven years of police dashcam video was never 

recovered. 

Scott Pelley: Why did you think paying was a bad idea? 

Howard Shook: At first it was just instinctive. I mean, if you're being violated I don't know 

why you should reward somebody for having done that. 

Scott Pelley: It must gall the hell out of some of your clients to pay the bad guys. 

Tom Pace: Absolutely. I mean, we have lots of clients who are incredibly angry. I mean, you 

have to imagine this is, for many of them, the worst day of their professional career and 

sometimes their life. 

A day made even worse by the occasional high end ransom. Pace told us one of his clients 

paid almost a million dollars. Another paid up after receiving this threat. 

Tom Pace: "Would it not be a shame if we leaked all of your internal data about your clients 

and customers? Sounds to us like a large lawsuit waiting to happen." So, they're extorting 

them in two ways. They're extorting them by actually encrypting all the files. And then 

they're extorting them by threatening to also release the data. 

Scott Pelley: Once this transaction is completed and the client gets his files back, how does 

he know he's not going to be attacked again? 

Tom Pace: There's no way to really prove that he will not be. We try and do a really good job 

of making sure we reduce all the vulnerabilities and entry points. But there is no guarantee 

that they won't come back to the same organization that they just successfully impacted 

though we haven't seen that happen very often. Though it has happened. 

Last year the Justice Department said it unmasked SamSam. A grand jury indicted two 

Iranians, neither named Sam. 

The FBI says the two Iranian suspects were in it for the money, not espionage. They collected 

$6 million before they went quiet after the indictment. Prosecutors say the suspects are in 

Iran where they can't be extradited. The most threatening ransomware tends to come from 

countries including Russia that the FBI can't reach. 
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